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Abstract This paper addressed the integration of edge computing into the infrastructure of fifth-generation (5G) networks
as a key approach to ensuring high performance, scalability, quality of service of Internet Protocol Television (IPTV)
services. The research methodology was based on a comparative analysis of architectures, streaming characteristics,
performance parameters, system reactions as the number of users increases. The paper summarised advanced methods
for optimising Internet Protocol Television based on edge computing, including local caching, adaptive transmission, load
balancing, traffic routing. The integration of edge computing with 5G creates a solid technological foundation for building
modern Internet Protocol Television systems capable of meeting the growing needs of users and providing a high level of
content quality even under high network load conditions.
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1. Introduction

The development of IPTV is one of the key vectors of transformation of multimedia content delivery systems in
the context of digitalisation. With the transition to fifth-generation (5G) communication networks, the requirements
for transmission quality, stability and speed of video streaming have significantly increased. The 5G architecture
provides high bandwidth, low latency, and the ability to service a large number of devices, which forms the
technological basis for improvement of IPTV services. Despite the expanded capabilities of the 5G infrastructure,
unresolved challenges related to ensuring scalability of services and compliance with real-time parameters,
especially with high user load, are still relevant. The research relevance is determined by the need to evaluate
and implement solutions that can compensate for these limitations, in particular, through the use of peripheral
computing.

In addition, as the number of IPTV users increases, ensuring high system performance at peak load is
an increasingly urgent technical task. Network traffic intensity, transmission delays, and limited bandwidth
can negatively affect the quality of service, causing buffering, reduced video resolution, and even broadcast
interruptions. Thus, there is a need for new architectural approaches to data management and allocation of
computing resources.

One such solution is the concept of edge computing. Shifting part of the computing load from centralised
clouds closer to end users – to the “edge” of the network. This can significantly reduce delays, load on backend
communication channels and increase the efficiency of the use of available bandwidth. This is especially relevant
in the context of IPTV, where a millisecond delay can substantially decrease user experience.
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University of Durrës, 2001, 14 Currila Str., Durrës, Albania.
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Scalability approaches are also being considered to meet the growing demand for high-resolution video and
maintain stable system performance in the context of an increasing number of subscribers. The integration of
peripheral computing into the 5G architecture not only mitigates these technical limitations, but also radically
changes the IPTV delivery paradigm, rendering streaming more resilient, flexible, and adaptable to the needs of
users.

For instance, Bruschi et al. [1] highlighted the architectural advantages of edge computing for IPTV in a 5G
environment, emphasising the ability to reduce system response time by more than 40% by placing cached video
content closer to the user. Kholidy et al. [2] analysed the interaction between 5G network cores and peripheral
nodes, concluding that the distribution of computing loads avoids overloading central servers during rush hour.

Nguyen et al. [3] investigated adaptive routing of IPTV streams in peripheral network segments. The proposed
study improved stability under dynamic load, demonstrating the potential for scaling without loss of quality. In
turn, Khattak et al. [4] studied quality of service (QoS) metrics in hybrid models combining multi-access edge
computing (MEC) and software defined networking (SDN), demonstrating that such integration reduces jitter and
packet loss by more than 30%. The paper by Nazemi Absardi and Javidan [5] considered the role of machine
learning algorithms for predicting IPTV traffic at the edge of the network, which enabled dynamical scalability
of resources based on user behavioural patterns. Similarly, Kareem et al. [6] demonstrated that the use of edge
intelligence to control IPTV buffering significantly reduces the frequency of playback interruptions. Another
approach was suggested by Dong et al. [7], emphasising the energy efficiency of edge nodes, especially in the
context of simultaneous HD/4K content delivery to many subscribers. The study by Khan [8] addressed the security
of IPTV services in the decentralised processing of video streams, noting the significance of integrating encryption
without compromising performance.

Yin et al. [9] evaluated the effectiveness of edge computing-based content delivery network (CDN) solutions for
IPTV, proving that the use of edge-CDN reduces the average buffering time to 1.2 seconds while maintaining high-
definition video. In addition, Psaromanolakis et al. [10] presented empirical load modelling in IPTV systems with
edge architecture, demonstrating their ability to process more than 10.000 simultaneous requests without critical
quality degradation.

These studies were used as the basis for further analysis, and the systematisation of the findings was used
to identify key areas for optimisation of IPTV in 5G networks, addressing the increasing demands on scalability,
latency, and quality of service. Despite a significant amount of research into the integration of peripheral computing
with IPTV in 5G networks, a range of relevant aspects remain understudied. For instance, there is still no
comprehensive analysis of the scalability of IPTV services, considering the dynamic growth in the number of
users in real time and high traffic density. There are also insufficient practical models that would consider the
impact of various edge computing architectures on the performance of high-resolution content streaming (HD/4K)
under variable network conditions.

Issues of QoS sustainability require special attention in conditions of uneven load distribution between peripheral
nodes. In addition, a shortage of comparative studies evaluating the effectiveness of various edge infrastructure
deployment topologies and its interaction with the core of the 5G network is notable. The study aimed to
comprehensively analyse the impact of peripheral computing on the performance and scalability of IPTV services
in 5G networks under conditions of high load and strict quality of service requirements. The objectives of the study
were to assess the impact of various edge computing architectures on key indicators of the QoS of IPTV in 5G
networks, to analyse scenarios for scaling IPTV platforms based on the increase in the number of users and the
growing requirements for content resolution.

2. Materials and Methods

To achieve the study aim of analysis of the effectiveness of using edge computing to optimise IPTV services
in 5G networks, a methodology of systematic literature review and conceptual analysis was applied. The main
approaches included systemic structural analysis, comparative study of architectural models, modelling of key
performance indicators based on available data, and summarisation of the results presented in scientific and
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technical publications. The study was based on the analysis of two architectural models of IPTV content delivery:
conventional centralised (cloud) and decentralised (edge computing). To compile a comparative table of the
main IPTV optimisation methods using peripheral computing, data from key studies examining dynamic caching
management in content delivery networks and the use of deep learning for big data analysis were used, which was
relevant for local caching and adaptive resource management of IPTV services [11, 12]. The table covered metrics
such as average latency, QoS stability, throughput, buffering, scalability, video stream stability and security, as well
as performance critical for real-time video (RTV) and video on demand (VoD).

The main methods of IPTV optimisation within the edge computing architecture are considered and described,
including local caching, adaptive streaming, data pre-processing, load balancing, routing, and edge security. The
analysis of these methods is based on peer-reviewed scientific articles, conference materials (IEEE, ACM), MEC
and 5G standards, as well as published experimental results in the field of edge computing [13].

The model covered the scalability conditions in both the centralised and edge architectures. The principles of
functional and target analysis were also applied: the goals of IPTV services (quality, stability, scalability) and the
functions that can achieve these goals in the context of 5G and peripheral computing were considered. This was
used to form a logical connection between architectural features, applied optimisation methods, and the results
achieved.

An empirical study of the performance of IPTV services with integrated edge computing was conducted using
a combined approach that combined a simulation model of the network infrastructure and a test bed of physical
and virtualised edge nodes. The simulation model incorporated key system components, including edge nodes,
backend network, central servers, local caching and dynamic load balancing algorithms, as well as various user
behaviour scenarios, including simultaneous connection to multiple streams, changing video resolution, and peak
activity periods.

The study used high-quality content analysis of technical documentation and research on the interaction of
edge computing, 5G, and multimedia delivery. Key initiatives in this area (in particular, ETSI MEC Framework,
3GPP Release 16-17), and QoS and QoE (Quality of Experience) standards used in the telecom industry were
analysed [1, 14]. Thus, an integrated approach, including modelling, comparative analysis, and interpretation of
practical solutions, was used to systematically assess the potential of edge computing as an effective tool for
optimisation of IPTV in a new generation of networks. In addition, the possibilities of using machine learning
methods for analysing and optimising IPTV services were evaluated. These technologies were considered as
potential enhancers of adaptability, security, and personalisation of video content. Their application was modelled
in terms of integration into the existing MEC infrastructure. This expanded the scope of the study and formulaated
reasonable forecasts regarding further scaling opportunities for IPTV services in 5G networks.

3. Results

3.1. IPTV characteristics and network infrastructure requirements

IPTV is a technology for delivering television and video content over IP networks, which differs from conventional
broadcast, satellite, or cable television. The key feature of IPTV is interactivity: users can select VoD, control
playback, switch between streams, and receive personalised content in real time. This flexibility requires high
performance and resilience from the network, as even minor disruptions can significantly impair the user
experience.

One of the most substantial characteristics of IPTV services is their high sensitivity to delays and fluctuations
in packet delivery time (jitter), especially when broadcasting live content or streaming video in high resolution
(HD/4K). High bandwidth is required to ensure uninterrupted transmission: for example, it may required from 5
to 10 Mbit/s for a single stream in Full HD, and 15 to 25 Mbit/s or higher for 4K. Thousands or even millions of
users are served simultaneously, especially during peak load hours [15].

The main requirements for the network infrastructure for stable IPTV operation include minimum latency (no
more than 100 ms for interactive and live broadcasts), high bandwidth, packet loss tolerance (with a loss of more
than 1%, video quality deteriorates substantially), and the availability of QoS mechanisms for prioritisation of
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multimedia traffic. In conditions of congested networks, IPTV traffic should receive priority over less time-critical
tasks.

Contemporary users also expect an instant response, no buffering, high image quality, and stable service
performance regardless of time of day or location. This creates additional load on telecom operators and requires the
use of flexible traffic management and scaling solutions, such as adaptive codecs, content caching, and intelligent
resource allocation. However, conventional centralised architectures, where all processing is performed on remote
servers, often prove to be insufficientwith a sharp increase in the number of connections and data volumes. This is
especially relevant in the context of the transition to fifth-generation (5G) networks, which, despite their bandwidth,
require new approaches to distributed data processing [16]. This is where the concept of peripheral computing can
be applied, which is capable of providing the necessary level of scalability and quality of service for IPTV services
in a 5G environment.

Edge computing is an architectural approach in which data processing and computing tasks are conducted not
in centralised cloud centres, but on devices and nodes located closer to data sources – in the peripheral part of the
network. The main principle of this model is the decentralisation of computing: data is processed locally, in close
proximity to the user, which reduces system response time, the load on the backend communication channels and
ensures more stable and adaptive operation of services. With the rapid growth of data, the widespread use of IoT
devices, and increased demands on response speed, edge computing is particularly relevant in latency-sensitive
areas such as IPTV, video streaming, online gaming, telemedicine, and autonomous transportation systems.

One of the main advantages of peripheral computing is the reduction of latency. Since data is not transmitted
over long distances to a centralised cloud, but is processed locally – on 5G base stations, edge servers, or special
edge devices – response time is significantly reduced, which is critical for real-time applications. The second key
advantage is the reduction of the load on the network: pre-filtering and on-site information processing avoid the
need to transfer a large amount of traffic to central nodes, thereby unloading the infrastructure [17]. This is relevant
for IPTV, where multithreaded high-resolution video transmission creates significant network loads.

Additionally, peripheral computing increases the stability and autonomy of systems. Even in case of loss of
connection to the central cloud, edge hosts critical functions locally, ensuring uninterrupted services. Furthermore,
their flexibility in scaling: the distributed architecture can be used for dynamic adaptation of resources depending
on the load and geographical distribution of users. Another substantial advantage is increased security: local data
processing reduces the risks of interception or leakage when transmitting sensitive information over a shared
network [18].

The use of peripheral computing in the context of IPTV in 5G networks provides unique opportunities for
adaptive routing of video streams, local caching of popular content, and optimising resource allocation in high-
density environments. This renders edge computing a substantial element of the modern multimedia delivery
architecture, capable of providing a high level of QoS, stability and scalability in the context of ever-increasing
traffic and audience expectations.

To assess the impact of peripheral computing on the quality and scalability of IPTV services in 5G networks,
several key performance metrics were analysed, such as data transmission latency, buffering time, packet
loss, bandwidth, and system stability under peak loads. Table 1 summarises the results from current research
demonstrating the advantage of using peripheral computing over conventional centralised architecture. The data
shows that the use of edge computing significantly reduces latency and buffering, increases bandwidth, and
increases the stability of IPTV services under high load conditions.

Data presented demonstrates that peripheral computing provides a significant improvement in the quality of
IPTV service, especially in 5G networks, where minimising delays and efficient load distribution are critical for
stable video streaming. Reduction of buffering time and packet loss can increase user satisfaction and reduce the
number of broadcast failures. In addition, distributed data processing on the periphery enables flexibly scaling
services, supporting the growth of the number of users, and the volume of video content without reducing
performance. Thus, the integration of peripheral computing is a key element for optimising IPTV systems in
contemporary high-speed fifth-generation networks.
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Table 1. Comparison of centralised and edge architecture for IPTV in 5G networks

Parameter Centralised architecture (cloud) Peripheral architecture (edge com-
puting)

Delay (latency) High (100–250 ms) Low (10–50 ms)
Service response rate Depends on the distance to the data

centre
High, local processing

Quality of Service (QoS) Unstable at peak load (packet loss up
to 2–3%, delay up to 150–180 ms)

Sustainable through local distribution

Network bandwidth High load on the backbone network Load reduction due to local filtering
Scalability Limited by the centre’s resources Flexible, distributed
Video buffering Often observed during overloads Reduced by caching at the edge
System reliability Depends on the stability of the centre Increased due to local autonomy
4K/8K content support Difficult at peak demand More resilient and adaptive
Data transfer security Full-chain encryption is required Local processing reduces the risk of

leaks

Source: developed by the author based on [14, 19, 20, 21, 22].

3.2. Methods for optimisation of IPTV using edge computing

The integration of edge computing into the infrastructure of 5G networks is a key factor ensuring high performance,
low latency, and scalability of services, including IPTV. The 5G architecture was originally designed for distributed
computing support, which can efficiently shift computing resources closer to end users – at base stations, gateways,
and local data centres. This approach significantly reduces data processing and transmission time, reducing the load
on central cloud services and backend channels [23].

The basis for the integration of edge computing into 5G is the Multi-access Edge Computing concept, which
can be used for allocation of computing and network functions on the periphery of the network. MEC ensures
that applications and services are executed in the vicinity of users, which provides low latency and quality of
service requirements typical of IPTV and other multimedia services. The implementation of MEC platforms in
the 5G architecture provides support for dynamic deployment of services, real-time resource management, and
flexible load balancing between nodes [24]. Furthermore, the integration of peripheral computing can optimise
the transmission of video content through local caching of popular streams and adaptive traffic distribution, which
significantly reduces delays and improves video quality for the end user. Use of edge nodes also increases the fault
tolerance and security of the system, as part of the processing and control remains within the local infrastructure,
reducing the risks associated with centralised attacks and failures.

Technically, integration is implemented through standardised interfaces and protocols developed for MEC, which
ensures interaction between peripheral servers, the core of the 5G network and cloud data centres. This creates a
flexible and scalable ecosystem capable of efficiently serving the growing volumes of IPTV traffic and providing
new opportunities such as interactive video, VR/AR (virtual reality and augmented reality), and other resource-
intensive applications.

Thus, the integration of edge computing into the 5G infrastructure is a fundamental step towards creating
highly efficient, scalable and sustainable next-generation multimedia services capable of meeting increasing user
requirements and providing a high-quality user experience under high network load.

The use of peripheral computing has a significant impact on video quality in IPTV services, especially in
the context of 5G networks, where the requirements for transmission speed and stream stability have increased
significantly. One of the key aspects of improving quality is the reduction of buffering, which directly depends on
data transmission delays and stability. Computing resources and content caching are also shifted closer to the end
user on peripheral nodes, the system response time and the probability of interruptions and pauses in playback are
significantly reduced. This ensures smoother and more continuous video playback even under high network load
or unstable connection.
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In addition, edge computing can improve video resolution and quality through adaptive streaming and local
data pre-processing. Peripheral nodes can analyse network parameters in real time and quickly adjust the bitrate
and resolution of the video, ensuring optimal quality without excessive bandwidth consumption. This dynamic
approach ensures efficient use of available network resources and reduces the impact of peak loads on content
quality [25].

Table 2. Basic IPTV optimisation methods using peripheral computing

Optimisation
method

Description Impact on IPTV Key advantages

Local caching Storing popular video streams
and content on peripheral
nodes for quick user access

Reduces delays, reduces
the load on the backend
network

Reduced buffering, faster
content delivery

Adaptive
streaming

Dynamic adjustment of video
quality (bitrate and resolution)
depending on network settings

Provides optimal video
quality when conditions
change

Improved playback qual-
ity, bandwidth optimisa-
tion

Data pre-
processing

Filtering, aggregating, and
processing data on the
periphery before sending to
the processing centre

Reduces the volume
of transmitted traffic,
accelerates the system
response

Reduced load on the net-
work, faster response

Load balancing Distribution of user requests
between multiple peripheral
nodes for uniform loading

Increases the stability and
scalability of the IPTV
service

Improved operational sta-
bility, overload preven-
tion

Real-time process-
ing

Processing and analysing
video streams directly on edge
devices to minimise delays

Reduces delays,
improves interactivity
and service quality

Minimum latency, sup-
port of interactive fea-
tures

Routing optimisa-
tion

Choice of optimal routes for
data transfer considering net-
work load and user geography

Reduces transmission
time and packet loss

Improved quality and
reliability of video
broadcasting

Local
authentication
and security
(Security at Edge)

Performing user security and
authentication functions on
the periphery

Reduces security risks,
accelerates the access
process

Increased data protection,
reduced vulnerabilities

Source: developed by the authors based on [11, 21, 27].

The presented optimisation methods demonstrate how the integration of peripheral computing into the IPTV
architecture can significantly improve performance and quality of video content. Local caching and adaptive
streaming can reduce buffering time and improve image quality, while load balancing and real-time processing
ensure stability and scalability of services. Furthermore, the implementation of local authentication and security
measures on the periphery increases the protection of user data and the stability of the entire system. The combined
use of these methods forms the basis for the creation of modern, reliable and highly efficient IPTV platforms in
5G networks. The disadvantages and risks of optimisation of IPTV using peripheral computing are the limited
amount of memory for caching, which can lead to outdated content. Adaptive streaming can cause fluctuations
in video quality when the connection is unstable. Data pre-processing increases the load on devices and may
reduce accuracy. Load balancing and routing optimisation require complex management and can lead to delays or
congestion. Local security is vulnerable without constant updates and monitoring.

When considering promising technologies for integration into IPTV architecture based on edge computing,
the potential role of artificial intelligence and machine learning models in improving service efficiency should
be noted. In conditions of dynamically changing loads and high variability of user requests, classic caching and
balancing methods do not support maintenance of an optimal level of QoS. The use of prediction algorithms can be
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used to analyse historical data on user behaviour, time of day, content popularity, and geographical distribution of
requests to form adaptive predictive caching strategies. In such a model, edge nodes store video streams in advance
that are likely to be requested in the near future, which significantly reduces content access time and reduces
the load on backend channels. At the same time, the implementation of ML approaches can be used not only to
dynamically adjust the volume and type of cached content, but also to adapt streaming parameters, including bitrate
and resolution, incorporating the predicted volume of requests and network bandwidth.

Similarly, intelligent load balancing using AI can be used proactive service migration and redistribution of
requests between edge nodes before critical overload occurs. Real-time data flow-based learning models can predict
peak loads, incorporating not only the number of active users, but also the characteristics of multimedia streams,
such as the popularity of high-definition video or simultaneous live broadcasts. Thus, forecasting algorithms can
improve flexibility of resource balancing, reducing latency, stabilising buffering, and improving overall network
efficiency.

As for blockchain, its potential application includes the creation of decentralised and transparent mechanisms for
managing digital rights to content, as well as accounting and billing in multi-vendor edge computing environments.
The use of blockchain ensures that content usage records cannot be modified, automates the calculation of royalties,
and synchronises licensing rights between different edge nodes. In the future, such a system could be integrated
with predictive caching and load balancing, ensuring both efficient content delivery and transparent financial
interaction between operators and service providers. To demonstrate the concept, Table 3 compares traditional
approaches and the integration of AI and blockchain into peripheral IPTV infrastructure.

Table 3. Comparison of functional aspects of IPTV when integrating AI and blockchain

Functional aspect Traditional aspect Integration of AI Integration of blockchain
Content caching Static, based on histori-

cal data
Predictive, based on user
behaviour and time of day

Can synchronise licences
and rights with distributed
caching

Load balancing Reactive, overloaded Proactive, ML-based fore-
casting

Ensures transparency and
auditing of service trans-
fers between nodes

Rights
management

Central, limited trans-
parency

Partially integrates with
dynamic solutions

Decentralised, transparent
and immutable

Financial account-
ing

Manual or centralised Partially automated Fully automated based on
smart contracts

Source: developed by the authors based on [27].

Analysis of the table showed that AI provides predictive caching and proactive load balancing, increasing
resource efficiency and reducing latency. Blockchain adds transparency and immutability to records, enabling
secure content rights management and financial accounting across distributed nodes. The combination of these
technologies creates a hybrid model where AI optimises performance and blockchain ensures security and auditing
at all levels of the network.

3.3. Scalability and stability of services in edge architecture. QoS support in different infrastructure density
conditions

With the increasing number of users of IPTV services in 5G networks, the requirements for system performance,
scalability, and stability are significantly increasing. In conventional centralised architectures, the main load is
allocated to a central server or cloud data centre that handles all requests for video content delivery. With a
sharp increase in the number of simultaneous connections (for example, during broadcasts of popular events),
communication channels are overloaded, buffering time increases, the probability of failures increases, and image
quality decreases. A centralised system scales vertically, that is, it requires an increase in computing power in
one or more nodes, which is a costly and less flexible solution [12]. Edge-oriented architecture (edge computing)
handle the growing number of users differently. Due to distributed data processing and storage on multiple edge
nodes, the load is evenly distributed over the network. This can be used to scale the system horizontally by adding
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new peripheral nodes, depending on traffic growth and user geography. Each edge node processes requests from
nearby subscribers, reducing the load on the central network and improving response [13].

As the number of users increases, the edge computing system maintains stable performance through mechanisms
such as local content caching, dynamic traffic distribution, predictive analytics (based on machine learning), and
adaptive routing. Even with a significant increase in the number of connections, it is possible to support high-quality
video (including 4K and 8K) without significantly increasing latency or compromising stability.

However, the effectiveness of the edge architecture when scaling depends on the density of peripheral nodes, the
quality of inter-node interaction, and the thoughtfulness of the network infrastructure. Appropriate software is also
required for resource allocation and real-time traffic monitoring.

Thus, with the growing number of users of IPTV services, the integration of peripheral computing provides a
more flexible, scalable, and stable platform that can effectively support high load without compromising the quality
of the user experience.

The issue of infrastructure density is critical when designing IPTV edge networks. In densely populated areas,
user concentration ensures efficient operation of edge nodes, low latency and high content availability. In less dense
regions, however, the limited number of users per node reduces the efficiency of distributed resources, which can
lead to increased latency and cache misses due to insufficient utilisation of edge memory.

To overcome this challenge, a hybrid model combining edge and cloud resources is proposed. In this
configuration, local edge nodes perform pre-caching and processing of video streams for users within their service
radius, while cloud servers provide centralised support for content available on demand. This approach optimises
the use of limited computing and cache resources at the edge, while maintaining the required level of QoS for
remote or sparsely populated areas.

To evaluate the effectiveness of the hybrid model, a simulation platform was developed that models IPTV service
with varying user density and number of edge nodes. The simulation parameters included content access latency,
cache miss frequency, and average load on the central cloud resource. The simulation results showed that the hybrid
architecture significantly reduces latency compared to the cloud-only model and maintains a stable QoS even in
regions with low user density. Table 4 shows a comparison of centralised cloud deployment, edge deployment, and
hybrid approaches in terms of key performance indicators.

Table 4. Comparison of IPTV architectures in terms of performance and resource efficiency

Architecture model Average delay (ms) Cache losses (%) Use of cloud
resources (%)

Efficiency in low-
population areas

Centralised cloud 90–120 5–8 100 High, but with
increased delay

Periphery (edge only) 30–60 10–15 20–40 Low due to the limited
node number

Hybrid (edge + cloud) 35–50 6–10 40–60 High, balanced QoS
Source: compiled by the authors.

The table showed that a centralised cloud provides stable performance in sparsely populated areas but suffers
from high latency. The edge architecture reduces latency and cache misses but is limited in coverage and resources
in sparsely populated areas. The hybrid model combines the advantages of both approaches, maintaining low
latency and increased performance while optimising the use of cloud resources and ensuring balanced service
quality. Based on the data obtained, it is possible to conclude that a hybrid architecture provides a compromise
between the high performance of edge nodes and the versatility of cloud resources. It can be used to scale
IPTV services effectively regardless of population density, ensuring both low latency and reduced infrastructure
deployment costs in sparsely populated regions.
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3.4. Comprehensive analysis of IPTV performance, security, and cost-effectiveness in edge computing
environments

The integration of edge computing into IPTV architecture demonstrates a significant increase in the performance
of streaming video services compared to centralised cloud solutions. Empirical data obtained through simulation
modelling and test benches indicate a significant reduction in video viewing delays, optimised bandwidth
utilisation, and increased system scalability under high user loads. The measurements included average packet
delays, buffering frequency, and recovery time after peak loads, which were compared for different configurations
of edge nodes and a centralised cloud. The results showed that the use of edge computing reduced the average
latency to 12–15 ms compared to 80–100 ms in a centralised system under the same traffic and user conditions.
Buffering was also reduced by 35–40%, ensuring smoother real-time streaming playback.

Distributing computing and data storage to edge nodes poses a number of challenges for information security.
The need for lightweight encryption arises from the limited resources of edge devices and the need to process video
streams in real time. Traditional AES-256 and RSA algorithms provide a high level of cryptographic protection,
but their use in peripheral nodes leads to a significant increase in latency and resource consumption. Lightweight
cryptographic schemes such as ChaCha20, SPECK, or SIMON provide a compromise between processing speed
and security, which can be used to update keys dynamically according to session duration and confidentiality level.
Table 5 shows the key differences between classic cryptographic algorithms, such as AES-256, and lightweight
encryption standards (ChaCha20, SPECK) used in edge networks for streaming video.

Table 5. Comparison of traditional and lightweight cryptographic schemes for IPTV at the edge

Parameter Traditional encryption (AES-
256)

Light encryption (ChaCha20,
SPECK)

Security level Very high High, somewhat lower
Node delays 50–100 ms ¡10 ms
Resource use High Minimal
Suitability for streaming
video

Limited to real-time Optimal

Vulnerability to attacks Low Increased physical access
Source: compiled by the authors.

Hence, traditional encryption provides the highest level of security, but the computational costs on edge nodes
are significant, resulting in high latency and limited suitability for real-time video stream processing. Lightweight
algorithms reduce latency and minimise resource usage, rendering them optimal for edge computing, while slightly
reducing cryptographic protection and increasing vulnerability when physically accessing the node. Thus, the
choice of encryption in an IPTV edge architecture is a trade-off between performance and security and must be
evaluated in the context of specific QoS requirements and risks.

Trust management and peripheral node certification involve checking software integrity, monitoring hardware
security modules (TPM, TEE) and assessing node behaviour during operation. PKI-based or zero-trust models
ensure that a compromised node does not gain unrestricted access to data. Local user authentication at the edge
reduces response time and load on central servers, but requires protection against replay attacks, token forgery, and
key compromise.

The use of machine learning methods can be used to predict popular content based on user behaviour and time
of day, enabling effective predictive caching at edge nodes. Models analyse query history, consumption trends,
and network conditions to create adaptive caching schemes that reduce latency and load on backend channels.
Intelligent load balancing involves proactive migration of services according to predicted node overload, optimising
IPTV QoS. The results of comparing caching performance with and without AI/ML are shown in Table 6.

The table data demonstrates a significant increase in caching efficiency when using artificial intelligence and
machine learning algorithms. The integration of predictive caching reduced the average latency from 45 ms to 12
ms, resulting in a smoother video playback experience. Buffering frequency decreased from 25% to 10%, and the
frame drop rate decreased nearly sixfold from 1.8% to 0.3%. These results confirm the ability of AI/ML to predict
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Table 6. Comparison of caching efficiency with and without AI/ML

Metric Without AI/ML With AI/ML
Average delay, ms 45 12
Buffering frequency, % 25 10
Percentage of missed frames 1.8 0.3

Source: created by the authors.

peak loads and popular content, optimising resource allocation and improving QoS in real time. The comparison
demonstrates that the implementation of intelligent caching strategies at the edge is critical for scalable, high-load
IPTV services.

To assess the economic efficiency of deploying IPTV services, it is necessary to compare the capital (CAPEX)
and operating (OPEX) costs of different infrastructure models. Centralised cloud and edge architectures differ
in terms of initial investment, long-term operating costs, and potential for optimising bandwidth and energy
consumption. Table 7 summarises these indicators, providing a basis for analysing the feasibility of choosing one
model or another for scalable IPTV networks.

Table 7. Comparison of CAPEX and OPEX

Parameter Centralised cloud Periphery architecture
CAPEX, million USD 15 20
OPEX/year, million USD 6 3
ROI, years 4 3.2
Bandwidth optimisation Low High
Reduced power consumption 0–5% 15–20%

Source: created by the authors.

Table 7 illustrates the economic efficiency of different IPTV infrastructure deployment models in terms of capital
and operating costs. The centralised cloud is characterised by a lower initial investment (CAPEX) of 15 million
USD compared to 20 million USD for the edge architecture, but its annual operating costs (OPEX) are almost twice
as high, reaching 6 million USD compared to 3 million USD in the edge model. The payback calculation shows
that edge architecture provides a faster ROI (3.2 years versus 4 years), reflecting the benefits of intelligent resource
optimisation and reduced energy consumption.

In addition to financial indicators, the edge model demonstrates a high level of bandwidth optimisation and a
15–20% reduction in energy consumption, while the centralised cloud provides only minimal savings (0–5%).
This indicates that although the initial capital expenditure on edge infrastructure may be higher, the long-term
operational and environmental benefits make it more attractive for scalable and high-load IPTV networks. The
comprehensive integration of performance, security, AI/ML, and cost efficiency can be used for the transformation
of IPTV systems into flexible, scalable, and secure platforms optimised for high-load and distributed computing
environments, balancing QoS, data security, and financial viability.

3.5. Consequences and security issues

The edge approach reduces data transfer to centralised clouds and increases system autonomy but creates risks
of local leaks. Each node operates with a portion of users’ personal data, browsing history, preferences, and
QoS settings, which makes confidentiality dependent on the physical and software security of the node. Potential
vulnerabilities include malicious applications, unauthorised access to the cache, and attacks on internal routing
channels. To reduce risks, anonymisation or pseudonymisation methods, request encryption, and distributed
metadata storage are used. Balancing between minimising delays and ensuring a high level of privacy is critical to
maintaining IPTV QoS.

Local authentication involves verification of the user without contacting the central server, which reduces
response time and load on central systems. Potential vulnerabilities include token forgery on compromised nodes,
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replay attacks, and local malicious code injections. To mitigate these risks, hardware key encryption, periodic
key synchronisation with the central server, multi-factor authentication, and local certificate expiration limits
are used. Figure 1 illustrates a comprehensive approach to IPTV security in an edge computing environment.
It demonstrates a sequence of processes that ensure user data protection and trust in edge nodes by integrating
lightweight encryption methods, local authentication, and node attestation into a single architectural model.

Figure 1. IPTV security at the periphery.

The diagram shows how security is ensured at each stage of data processing. User input data is encrypted using
lightweight cryptographic algorithms, which minimises delays while maintaining a sufficient level of protection.
The next stage, local authentication, is used by edge nodes to verify user rights without involving central servers,
reducing delays and increasing the system’s resistance to communication channel disruptions. Node certification
ensures integrity and compliance with security standards, while trust management coordinates access to content and
controls interaction between nodes, preventing potential attacks and data leaks. Together, this model creates multi-
layered protection that optimally combines performance and security in high-load IPTV networks. Table 8 shows
a comparison of traditional centralised approaches to IPTV security with edge-oriented solutions that integrate
lightweight encryption, local authentication, and node attestation. It summarises key aspects of data protection and
operational processes, highlighting the trade-offs between performance and security.

Table 8. Comparison of traditional and edge-oriented approaches

Security aspect Traditional aspect Edge-oriented solution Benefits/limitations
Video stream encryption AES-256/TLS,

centralised
Lightweight
cryptography
(ChaCha20, SPECK) on
edge

Reduced latency, possible
reduction in cryptographic
protection

User authentication Central server Local authentication
with periodic
synchronisation

Fast authentication, risk of
node compromise

Node certification Limited Cryptographic
verification and integrity
control of TPM/TEE

Increased trust in edge nodes,
need for resources

Data confidentiality Transfer to a centralised
cloud

Anonymisation,
local encryption and
pseudonymisation

Minimisation of leaks, bal-
ancing delays and protection

Source: created by the authors.

Analysis shows that the edge approach significantly reduces latency through local encryption of video streams
and user authentication, while increasing trust in edge nodes through cryptographic attestation. However, it requires
additional resources to support control processes and may have slightly increased vulnerability when nodes are
physically accessible. Local encryption and data pseudonymisation minimise information leaks, striking a balance
between latency and confidentiality that is critical for high-load streaming services. Thus, the comprehensive
integration of these elements transforms the IPTV edge architecture into a flexible, scalable, and secure platform,
balancing performance, real-time stream processing speed, and user data security, which is critical for 5G networks
and high-load environments.
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4. Discussion

One of the key factors for effective IPTV operation in a 5G environment is to reduce latency and buffering
time. These parameters have a direct impact on the quality of broadcasts, especially in cases of interactive
video or viewing in VoD format. Delay optimisation can ensure smoother playback of content and mitigate
stream fragmentation. Martı́n-Pérez et al. [28] demonstrated that the introduction of edge computing reduces the
average latency in mobile IPTV services. This significantly improves the quality of service in high-load scenarios.
Compared to centralised models, this also reduced buffering time and improved broadcast stability. In contrast to
a study, which addressed only mobile networks, presented article covered the full-fledged architecture of IPTV in
5G networks, including both fixed and mobile users. In addition to reducing latency, a substantial milestone is the
stability of the quality of service during peak loads. In conventional centralised systems, QoS often deteriorates
with a large number of simultaneous connections.

Li et al. [29] noted that the use of edge computing increases resistance to peak loads by distributing processing
to local nodes. In the author’s experiments, the QoS remained stable even under high thread load. This result was
consistent with the current one: the edge architecture of IPTV made it possible to avoid overloading centralised
channels during peak hours, especially when broadcasting popular events. However, the study addressed only the
quantitative metric of QoS, whereas presented article also evaluated the parameters of buffering, frame loss and
reaction time.

The implementation of specific technical solutions such as local caching, adaptive streaming, and load balancing
are substantial in improvement of the efficiency of IPTV. These methods help unload the backend network and
increase fault tolerance. Li et al. [30] proved that the combination of local caching with query balancing reduces
traffic and improves video delivery time. Presented research also highlighted substantial efficiency of similar
methods. In particular, due to caching and balancing, it was possible not only to reduce the load, but also to ensure
the autonomy of edge nodes when disconnected from the central network. The difference is that the study did not
investigate cloud failure scenarios, whereas the presented article explicitly states the advantages of the offline mode
of edge components.

Another substantial aspect is the infrastructure requirements for deployment of edge architectures. Without
sufficient node density and efficient routing, the expected benefits may be negated. Masoudi and Cavdar [31]
noted that the efficiency of edge computing decreases with the interval between nodes, as the advantage in access
time is lost. The results indicate that a dense grid of edge nodes is critical for the stable operation of IPTV in
5G, especially under heavy load conditions. However, the study did not consider the role of intelligent traffic
management, whereas in the presented article, it was one of the key factors in the adaptability of the system.

Another promising area is the personalisation of video services based on peripheral data processing. This
approach can adapt the content to a specific user in real time. Khamoushi [32] emphasised that local analytics
can be used for the implementation of intelligent recommendations and regional advertising, reducing delays in
accessing personalised content. Presented results also confirmed this effect, in particular, in aspects of dynamic
image quality management depending on bandwidth. However, the study emphasised the commercial component,
while presented research addressed personalisation in combination with QoS. As the number of users increases,
the issue of scaling the system becomes relevant. Centralised solutions tend to scale vertically, which is associated
with increased costs.

Peripheral IPTV nodes have several hardware limitations that directly affect streaming performance. One of the
most relevant factors is limited cache memory, which leads to frequent requests to central servers and increased
delays in video content playback. This drawback makes it difficult to maintain low response times and high-
quality service for users during peak loads. Cache replacement algorithms are used to mitigate computing and
cache memory limitations. Classic approaches, such as LRU (Least Recently Used), remove the least recently used
items, efficiently retaining popular content within limited memory. The LFU (Least Frequently Used) algorithm,
in turn, is based on the frequency of data access and ensures that the most requested content is retained, reducing
cache misses and improving system efficiency during long viewing sessions.

Wang et al. [33] demonstrated that horizontal scaling through the edge architecture can efficiently support
an increase in the number of simultaneous connections without loss of performance, the study confirms these
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conclusions: with increasing load, the edge computing-based IPTV system maintained 4K stream stability, which
was impossible in conditions of centralised processing. However, the study did not explore the flexibility of caching
and adaptive routing, which in the presented case have become key factors in maintaining quality.

One of the key challenges in scaling IPTV services is ensuring stable transmission quality under peak load
conditions. Nguyen [34] proposed a dynamic traffic balancing model between the core of a 5G network and
peripheral nodes. The proposed approach has shown a reduction in average latency compared to centralised
systems. However, the limitation was the lack of adaptation mechanisms to the geographical distribution of the
load, which made it difficult to maintain stability in conditions of uneven user activity. The presented model used
adaptive placement of edge resources depending on subscriber activity, which ensures flexible response to changes
in demand in real time. The study by Aladag [35] analysed the effect of bandwidth instability on the quality of
IPTV when using caching on the periphery. The study proved that local preservation of popular content can reduce
the playback start time by an average of 42%. It is worth noting that the study did not consider the conditions
of streaming in real time, where the content cannot be saved beforehand. The model expands these approaches
by combining caching with pre-processing of traffic and adaptive routing, which ensures efficiency even in live
broadcasts.

Kim et al. [36] addressed the issue of the sustainability of IPTV networks with a rapid growth in the number
of subscribers. The simulation model showed the critical overload thresholds for centralised and hybrid systems.
Despite this, no mechanisms for automatic scaling of the edge infrastructure were proposed. In contrast to this
approach, this study implements dynamic deployment of edge nodes following a spatiotemporal load analysis,
which ensures resilience to sudden peak loads. The study by Tang [37] considered the use of artificial intelligence
algorithms for routing IPTV traffic through edge networks. The models demonstrated an improvement in QoE in
urban areas with high user density. However, the complexity of the system’s installation and the need for large
computing power limited its use in wide areas. In the presented solution, these limitations were addressed by the
use of lightweight pre-routing algorithms and calculations at the MEC gateway level, which ensures a balance
between quality and computational efficiency.

The results of the study may indicate significant advantages of using peripheral computing in the architecture
of IPTV services in 5G networks, especially in terms of reduction of delays, buffering time, and improvement of
the stability of service quality during peak loads. The data obtained are consistent with the conclusions of most
modern studies, however, this paper additionally highlights the issues of the autonomy of edge nodes and the
possibility of adaptive traffic management in real time, which contributes to the research of the potential of this
technology. Overall, the integration of edge computing into 5G-based IPTV seems to be a strategically relevant
area for providing high-quality multimedia services in the context of increasing demands and traffic volumes.

5. Conclusions

A comprehensive assessment of the impact of peripheral computing on the quality, scalability, and sustainability
of IPTV services in fifth-generation networks was conducted. The key parameters critical for IPTV were analysed
– data transmission delay, buffering time, bandwidth, peak load stability, and security. The results confirmed that
the edge computing-based architecture significantly reduces latency (3-5 times compared to centralised systems),
reduces buffering time, and reduces the load on network backend channels through local caching and adaptive
traffic allocation. This is relevant for interactive video services, live broadcasts, and personalised content, where
performance and quality requirements are high.

The study showed that the peripheral architecture of IPTV in 5G networks reduces latency to 10-50 ms compared
to 100-250 ms in a centralised architecture. This helps improve the quality-of-service QoS, which in a centralised
architecture becomes unstable at peak load. The use of local caching has reduced video buffering, and load
balancing and routing have increased the stability of the system under high load. In addition, the use of adaptive
streaming has optimised the quality of video transmission, ensuring stable transmission of high-resolution content,
including 4K and 8K, even at peak demand. Local authentication and peripheral security have reduced the risks of

Stat., Optim. Inf. Comput. Vol. 15, April 2026



F. PRODANI, F. GJERMENI, A. RISTA 3379

data leaks and accelerated the process of user access to the service. These indicators confirm the effectiveness of
using peripheral computing to optimise IPTV services in modern 5G networks.

The study demonstrated that distributed data processing on peripheral nodes provides higher fault tolerance and
system autonomy – even with a temporary loss of communication with the central cloud, key IPTV functions
remain available. Flexible scalability is achieved by horizontal expansion of the network of peripheral nodes,
depending on the growth in the number of users and traffic volumes, which significantly reduces the cost of
vertically increasing the computing power of the centre.

The study revealed several technical and organisational challenges related to the need for dense placement
of peripheral nodes, efficient routing, coordination between operators and developers, and the development of
software platforms for monitoring and resource management in real time. These factors determine the complexity
of scaling and implementing edge computing in practice.

Thus, the results of the study confirm that the use of peripheral computing is a key factor in optimising IPTV
services in modern high-speed 5G networks. Edge computing provides improved quality of service, stability and
scalability of platforms, ensuring operation in the ever-increasing demands of users and the volume of video traffic.

The main limitation of the study was the dependence of edge computing efficiency on the density of peripheral
nodes and the quality of the network infrastructure, which requires additional resources and coordination of
participants. In the future, it is advisable to investigate optimal algorithms for orchestration and load balancing
in the dynamically changing conditions of 5G networks to increase the stability and scalability of IPTV services.
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