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Abstract The incorporation of Artificial intelligence (AI) with online resources in the healthcare sector has significantly
enhanced medical services. Facilitating accurate diagnoses, tailored treatment strategies, and ongoing patient surveillance,
Internet of Things (IoT) devices promote efficient communication, while AI analyzes detailed healthcare data to improve
decision-making and reduce costs. Nevertheless, securing data storage and transmission poses a significant challenge,
especially as the threat of data breaches and cyber-attacks increases. Protecting patient privacy and securing health records is
essential to maintaining public health. To address these challenges, a new approach called Butterfly Optimization Based
Modular Neural Network (BObMNN) has been developed, focusing on data security and predictive performance. The
healthcare database was first assembled and imported into a Python environment for further analysis. Following this,
data security protocols were established using encryption and decryption methods. The encrypted data was then subjected
to preprocessing, specifically feature selection, where butterfly optimization (BOA) was utilized to determine the most
important attributes for predictive analysis. The constructed model was evaluated using a variety of measures, including
Area under the Curve (AUC), accuracy, Recall, F-score, and Precision.

Keywords Data Security, Butterfly Optimization, Preprocessing, Modular Neural Network, Encryption, Decryption.

DOI: 10.19139/soic-2310-5070-2492

1. Introduction

The worldwide healthcare sector is experiencing a significant transformation due to the digitalization of patient
and health information. This change is driven by a variety of factors, including lifestyle changes, an aging
population, advances in software applications, innovative treatments, and the principles of evidence-based medicine
[1]. This transformation offers prospects for improved clinical decision-making, healthcare delivery, and disease
surveillance [2]. The utilization of data analytics within the healthcare sector presents numerous benefits alongside
certain drawbacks [3]. Every year, there has been a growth in security and confidentiality concerns in health data
[4]. Healthcare organizations realize that bottom-up, reactive, and technology-focused measures are insufficient
to safeguard patients and organizations [5]. Therefore, innovative information systems and prevention-focused
measures to curb leaks and enable effective use of massive healthcare data are needed [6]. Healthcare information,
for example, patient data, is highly sensitive and personal in the modern digital age [7]. As the healthcare sector
more and more employs digital technologies and data-driven products, privacy must be safeguarded [8]. Involuntary
access or disclosure of confidential data can have severe issues, such as identity theft, insurance fraud, and medical
identity theft [9]. These issues can also obstruct medical research and innovation, diminish public confidence in
healthcare organizations, and create legal and financial problems for healthcare organizations [10]. Conventional
measures such as encryption, access controls, and guideline compliance have proved effective in protecting
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data [11]. Nonetheless, the evolving cyber security threat environment and the complexity of healthcare data
systems make these measures insufficient [12]. AI can assist in enhancing healthcare data privacy by continuously
monitoring who is accessing data, identifying unusual user behavior, and identifying potential threats in real time
[13].
AI-based analysis of user behavior can make access controls more robust and enable threats to be identified earlier
[14]. AI plays a critical role in maintaining data anonymity, enabling researchers and healthcare professionals to
analyze large data sets without compromising patient privacy [15]. Data integration, interoperability, and sharing
in healthcare are critical for providing secure services [16]. Cloud computing can help overcome e-health hurdles,
resulting in cost savings and less reliance on technical people [17]. Saudi healthcare firms are embracing cloud
computing, utilizing an innovative paradigm for mobile e-health multimedia apps [18]. Big data may be used to
extract useful patterns, detect fraud, manage risks, and reduce costs, but it also poses issues in data collecting,
storage, and security [19]. However, structured data was mostly taken into consideration in those earlier studies.
For instance, employing Decision Tree (DT), K-nearest Neighbour (KNN), convolutional neural networks (CNNs),
and Naive Bayesian (NB) algorithms have already garnered unstructured data to extract features [20]. Still, as far
as we are aware, no prior effort has dealt with medical imaging data. To the best of our understanding, there have
been no previous attempts to tackle clinical imaging data [21].The key contribution of the research is given below,

• The health care database is first collected and imported into the Python environment as input data.
• A new BObMNN was developed, focusing on data security and prediction.
• Following this, the process of securing the database is executed through encryption and decryption methods.
• The decrypted information is then processed using BOA to extract relevant features for predictive analysis.
• Ultimately, the proposed method was utilized to predict both affected and non-affected diseases.
• The developed model’s success was compared to other models.

The second part of this article presents contemporary, relevant research; Part three deals with the sampling issue;
Section four elaborates on the challenges; Section five explores the case study and capability verification of the
innovative framework. This work finally concludes in Part Six.

2. Related Works

A recent literature review described it as follows,
Mohammed et al. [22] have developed a new algorithm called ”Pattern-Proof Malware Validation” (PoPMV) to

improve security in industrial cyber-physical systems (ICPS). The algorithm employs a deep learning framework
alongside reinforcement learning methods to improve processing efficiency, identify potential attacks, and optimize
the functionality of Integrated Cyber-Physical Systems (ICPS). Simulation results show a 30% improvement in
security, but the algorithm requires significant computational resources, potentially leading to longer processing
times.

Singh et al. [23] developed a safe data fusion aggregation approach for the Internet of Medical Things (IoMT)
ecosystem. This approach to data quality is done by evaluating link quality and choosing active sensors through
the Archimedes Optimization Algorithm. When implemented in NS2.35, this method demonstrates superior
performance compared to alternative approaches in terms of energy consumption, computational cost, reliability,
network connectivity, latency, and communication overhead. However, it still faces challenges in scalability.

Nadhan et al. [24] Researched a network based on cryptographic techniques that are designed for the encryption
and decryption processes of images, displaying promising implications in the sharing of medical images with deep
learning technologies. ResNet-50 is the main learning structure that is utilized to convert image representations,
improve encryption algorithms on a specific domain, and use reconstructive networks in the decryption process.
The system is very reliable in assessing the effectiveness of treatments and has a Return on Investment framework.
The research utilizes open-source data and findings of security analyses; however, it demands high computational
power.

Premi et al. [25] have proposed a framework to protect sensitive healthcare information in IoT-based Wireless
Sensor Networks (WSNs). The framework includes secure data transmission protocols, encryption methods, access
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control mechanisms, and authentication protocols. It considers the impact of GDPR on healthcare systems using
IoT technology. The article emphasizes the importance of ethical data management and periodic security audits to
ensure the use of healthcare IoT and enhance patient care.

Madavarapu et al. [26] built an Advanced Integrated Data Security (AIDS) architecture particularly developed
for cloud-based healthcare systems to solve challenges such as data breaches and illegal access. This framework
incorporates various components, including anomaly detection, access control, intrusion prevention, and encryption
techniques. It safeguards data confidentiality, regulates user permissions, and identifies irregular patterns. However,
it faces challenges in suboptimal detection accuracy.

3. System Model with a Problem Statement

The existing models used for disease prediction and health data security have several challenges, including low
prediction accuracy due to improper feature selection, lack of adequate optimization strategies, and inherent
security flaws. Furthermore, traditional models often face scalability and generalization issues, which reduce their
usefulness when dealing with diverse clinical datasets. Information loss in recorded healthcare data can lead to
inaccurate predictions and poor clinical judgment. Furthermore, different techniques can lead to delays in clinical
decision-making, which has a negative impact on diagnosis and treatment planning.

Figure 1. Limitation of the traditional approach

The model for addressing the challenges is depicted in Figure 1. Recent technologies face various limitations,
particularly in terms of weak security and information loss. Furthermore, problems such as low accuracy and
false predictions persist. In addition, high noise levels prevent the identification of important features required for
accurate predictions. As a result, research efforts have focused on developing a new approach to intrusion prediction
to overcome these problems.
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4. Proposed Methodology

The research presents a novel Butterfly Optimization-based Modular Neural Network (BObMNN) that emphasizes
data security and predictive capabilities. Initially, the healthcare database was compiled and imported into
the Python environment for processing. Subsequently, the data security measures were implemented through
encryption and decryption techniques. The decrypted information underwent preprocessing, specifically feature
selection, utilizing BOA to identify the most informative features for prediction purposes.

Figure 2. Architecture of developed model

The primary objective of BObMNN is to achieve accurate predictions while ensuring data security. The
metrics assessed include accuracy, Precision, recall, F-score, and AUC. Furthermore, an overview of the design
methodology is provided. The architecture that has been proposed is depicted in Figure 2.

4.1. Process of the Proposed Bobmnn

The novel BObMNN is a metaheuristic algorithm based on BOA and MNN. BOA mimics the foraging behavior
of butterflies, allowing for efficient convergence to a global optimum. MNNs are artificial neural network
architectures that decompose complex tasks into manageable blocks, each managed by a separate network. These
modules operate autonomously, focus on specific data characteristics, and integrate outputs to produce a definitive
conclusion. The healthcare database was imported into Python, and data security protocols were established using
encryption and decryption methods, followed by preprocessing using BOA for feature selection for predictive
analysis, ensuring the integrity of the data.

4.1.1. Data initialization The data was first collected from the std ga0ggle website and subsequently imported
into the Python environment for use as input data. The system then trains on the healthcare data. The initialization
process is described in Eqn. (1).

H(i) = (H1, H2, H3, . . . ,Hn) (1)

Here, i it indicates the initialization process variable, H signifies the quantity of data points in the dataset, n
represents the entire amount of information within the dataset.
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4.1.2. Data securing Database security is ensured through the application of robust encryption and Decryption
methods, which are vital for maintaining the privacy and validity of information related to health. Initially, a public
key is generated for data encryption, which ensures that access to the information is limited to authorized personnel.
The XOR function is employed in both the encryption and decryption procedures. This encryption procedure
converts plaintext data into an unintelligible format by utilizing a cryptographic function. From a mathematical
perspective, the encryption process can be represented in Eqn. (2).

C = E(kPublic ⊕OData) (2)

Where C indicates the encrypted data, E indicates the encryption function, kPublic indicates the key, OData
indicates the original data. This encryption technique ensures the protection of confidential health data against
unauthorized access.
Once the data has been securely stored, a private key is generated to facilitate the decryption of the information,
thereby allowing authorized individuals to access the original data exclusively. The decryption process reverses the
encryption, transforming the ciphertext back into a comprehensible format. Mathematically, the decryption process
can be represented as follows Eqn. (3).

OData = D(KPrivate ⊕ C) (3)

Here, OData indicates the decrypted original data, D suggests the decryption function, KPrivate indicates the private
key, C and indicates the encrypted data. This dual-key cryptographic system, which employs both public and
private keys, establishes a robust framework for preventing breaches of healthcare data. This ensures the protection
of sensitive patient information against unauthorized access and cyber threats.

4.1.3. Data processing The decrypted data undergoes a processing phase to ensure that it is clean, well-structured,
and prepared for analysis. The initial stage involves preprocessing, which aims to eliminate irrelevant features,
address any missing values, and standardize the dataset for uniformity. This stage is critical for increasing the
quality of the data before the process of feature extraction. Mathematically, the preprocessing stage can be
represented in Eqn. (4).

Pre = Fnorm(Draw)− Fnoise(Draw) (4)

Where Pre refers to the dataset that has undergone preprocessing, Draw represents the original decrypted data,
Fnorm indicates the normalization function utilized to ensure consistency, and Fnoise denotes the function for noise
removal, which is responsible for eliminating unnecessary and redundant features from the dataset.
Following the preprocessing phase, the feature selection process commences, utilizing the BOA to determine the
essential features present in the dataset. BOA simulates the foraging behavior of butterflies, using a scent-tracking
mechanism to effectively explore and exploit significant features while reducing the dimensionality of the data.
The feature selection process can be mathematically articulated in Eqn. (5).

Fs = argmax

(
n∑

i=1

Wi ·Xi

)
(5)

Here, Fs denotes the chosen optimal features, Xi refers to a specific feature, Wi indicates the weight allocated
to that feature according to its significance, and n signifies the overall count of features. Through the application
of BOA, the framework adeptly identifies the most essential attributes, thereby reducing computational complexity
and enhancing the accuracy of the healthcare data security model.

4.1.4. Disease prediction The suggested approach employs features from MNN to categorize diseases, utilizing
deep learning methodologies to evaluate the extracted data. It effectively differentiates between affected and
unaffected cases, thereby guaranteeing precise predictions. The procedure is mathematically expressed in Eqn.
(6).
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Dp =

{
if(Fs = 0) Non affected
if(Fs = 1) Affected

(6)

Here, The variable Dp denotes the outcome of disease prediction while Fs referring to the optimized set of
features obtained through feature selection. The MNN establishes the threshold value to distinguish between
affected and non-affected cases. The MNN improves disease prediction accuracy by reducing false positives and
negatives, ensuring healthcare data security and patient diagnosis through reliable classification of input data.

Figure 3. Flow chart of BObMNN

Figure 3 illustrates the flowchart that sequentially depicts the operational process of the proposed model. The
procedure for the suggested model is detailed in Algorithm 1 and presented in pseudocode format.

5. Result and Discussion

The BObMNN is a hybrid approach developed in Python, aimed at improving the efficiency and Precision of
healthcare data analysis through the integration of optimization techniques and deep learning methodologies.
This approach effectively reduces dimensionality while maintaining critical patterns, enabling the MNN to
concentrate on pertinent medical features. Evaluation of the model on a healthcare dataset demonstrated
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Algorithm1: BObMNN

Start
{

Data initialization ()
{

int H(i),H1, H2, H3, ...,Hn

// initialize the input variables
initialize → H1, H2, H3, ...,Hn

// The data was initialized
}
Data securing ()
{

int C,E, kpublic,⊕, Odata
// initialize the encryption process variables
encrypted data → E(kpublic ⊕Odata)
// The data was securely encrypted
int Odata, D,Kprivate,⊕, C
// initialize the decryption process variables
Original data → D(Kprivate ⊕ C)
// The data was decrypted

}
Data processing ()
{

int Pre, Fnorm, Draw, Fnoise
// initialized the preprocessing variables
Remove → Fnoise(Draw)
// The noise characters are removed
int Fs, argmax,Wi ·Xi, i, N
// initialize the feature selection variables
Selected feature → Xi

// The needed features are extracted
}
Disease prediction ()
{

int Dp,Fs
// initialize the disease prediction process variables
if Fs = 0
Non affected
if Fs = 1
affected
// based on the predicted features, diseases are classified

}
}
Stop

significant improvements in classification accuracy. The proposed method’s validity has been confirmed through
comprehensive analysis and meticulous assessment of the selected dataset. The operational variables are outlined
in Table 1.
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Table 1. Parameter specification

Parameter Specification

Programming platform Python
Operating system Windows 10

Optimization Butterfly
Network Modular Neural Network
Dataset Skin cancer

Dataset format Image
Total samples 10,015

5.1. Case Study

The suggested methodology was subjected to thorough validation tests and a case study to assess its efficacy. The
fulfillment of the developed model was evaluated utilizing advanced BobMNN alongside a dataset, specifically a
skin cancer dataset sourced from the official Kaggle platform. The outcomes were carefully structured and analyzed
to determine their effectiveness. (https://www.kaggle.com/datasets/farjanakabirsamanta/skin-cancer-dataset). The
collection of 10,015 dermatoscopic images serves as a significant asset for academic pursuits in machine learning.
It encompasses various diagnostic categories related to pigmented skin lesions, such as keratoses, carcinomas,
melanomas, and vascular lesions. The dataset’s reliability is reinforced by histopathological validation and in-vivo
confocal microscopy, establishing a solid basis for the detection and classification of diseases. The dataset details
are presented in the Table 2.

Table 2. Dataset description

Total samples 10,015

Training (80%) 8012
Testing (20%) 2003

The dataset contains 10,015 images, including 80% utilized in training and 20% for testing. The model is
designed to discover patterns and categorize skin lesions, with 8,012 data used in training and 2,003 for testing.

Table 3. Outcomes

Class Input image Encrypted
image

Decrypted
image

Preprocessing Feature
selection

Non affected

Affected

The input image data is subjected to a data protection process that ensures the secure encryption and decryption
of the information. Following this, the decrypted data is analyzed to remove noise components and highlight
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important features. Advanced techniques are employed to forecast diseases based on the characteristics observed
in the imaging. Outcomes are shown in the table 3.

5.2. Comparative Analysis

The assessment of capability scoring entails the analysis of essential metrics, including F-score, AUC, Recall,
Accuracy, and Precision, which have been utilized to evaluate the model’s success. The evaluation of the suggested
model involves the integration of various previously recognized models. These established models comprise.
Emotional intelligence-enhanced dynamic Bayesian network (EI-EDBN) [27], CNN [27], Deep CNN (DCNN)
[27], Fast Region-based CNN (FRCNN) [27]. Homomorphic [28], Privacy-Preserving Deep Learning (PBDL)
[28], Game Theory-Based Spectrum Sharing (GT-BSS) [28], Advanced Encryption Standard (AES) [28], Lionized
remora optimization-based serpent (LRO-S) [28].

5.2.1. F1 score The evaluation of the method’s effectiveness was conducted utilizing the F1 score, which
incorporates both Precision and Recall. Calculating the F1 measure expressed in Equation (7).

F1-score = 2 ∗ pre ∗ acc
pre+ acc

(7)

Figure 4. F1- score correlation

The correlation of F1 scores indicates that CNN obtained a score of 75.1, DCNN achieved 89.3, FRCNN reached
81.5, and EI-EDBN recorded 92.1. Notably, the proposed model demonstrated superior achievements with an
F1 score of 99.3, reflecting a well-balanced and highly efficient classification capability. Figure 4 illustrates a
comparison of F1 scores.

5.2.2. Precision The prediction for each model was evaluated by calculating the ratio of total true positives (TP)
to the sum of TP and FP. The method for calculating Precision is outlined in Equation (8).

Precision =
TP

TP + FP
(8)
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The comparison of Precision indicates that the CNN recorded a score of 78.4, the DCNN achieved 91.4, the
FRCNN reached 89.1, and the EI-EDBN obtained 95.4. Notably, the proposed model surpassed all others with
a precision of 99.3, thereby ensuring enhanced accuracy in the classification of affected cases while effectively
reducing false positives.

5.2.3. Precision Recall is calculated by taking the total number of TP divided by the total of TP and FN. The
formula for determining Recall is outlined in Equation (9).

Recall =
TP

FN + TP
(9)

Figure 5. Recall and Precision correlation

The suggested model outperformed existing models in disease prediction, with a recall of 99.5. Compared to the
previous model, CNN recorded a recall of 73.2. DCNN showed a notable improvement, while the FRCNN achieved
85.3 recalls. The EI-EDBN surpassed with 96.3 recalls. The model’s exceptional recall capability, coupled with its
ability to identify positive cases and reduce false negatives accurately, makes it a more reliable and effective method
in healthcare data analysis. The Recall and Precision correlation is illustrated in Figure 5.

5.2.4. Accuracy Accuracy serves as an indicator of Precision, which is when a model categorizes all instances.
This concept is represented in Equation (10).

Accuracy =
TP + FP

FP + TN + FN + TP
(10)

The results indicate that CNN obtained an accuracy score of 84.3, while DCNN achieved 87.4. FRCNN recorded
a score of 83.2, and EI-EDBN reached an impressive 97.3. Notably, the proposed model exceeded all others with
an accuracy of 99.6, showcasing its exceptional reliability in accurate disease classification. The evaluation of
accuracy is illustrated in Figure 6.

5.2.5. AUC curve AUC is a statistical metric used to evaluate the performance of binary classification models. The
initial phase in calculating the area beneath the curve involves plotting the ROC curve.
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Figure 6. Correlation of accuracy

Figure 7. Correlation of AUC

The illustration of the AUC correlation is presented in Figure 7. The AUC study shows that the CNN model
scored 0.73, whereas the DCNN model scored 0.56. The FRCNN model scored 0.61, whereas the EI-EDBN
model has an AUC of 0.52. In contrast, the proposed model demonstrated an AUC of 0.42, highlighting its unique
classification attributes in comparison to the other models. Table 4 presents the overall comparison values.
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Table 4. Overall comparison

Methods AUC Recall Accuracy F1 score Precision

CNN 0.73 73.2 84.3 75.1 78.4
DCNN 0.56 92.1 87.4 89.3 91.4

FRCNN 0.61 85.3 83.2 81.5 89.1
EI-EDBN 0.52 96.3 97.3 92.1 95.4
Proposed 0.42 99.5 99.6 99.3 99.3

5.2.6. Encryption time The duration required to transform data from its original plain format to an encrypted
cipher format is referred to as encryption duration. The calculation of encryption time is represented in
Equation (11).

ET =
ED

T
(11)

In this context, ED signifies the size of the encrypted data, while T represents the time.

Figure 8. Comparison of encryption time

The research examined the encryption time metrics associated with various data sizes measured in kilobytes.
For a data size of 100 kb, the encryption times varied from 1200 ms for the Homomorphic method to 120 ms for
the developed method. In the case of 200 kb, the encryption times were recorded as 1300 ms for Homomorphic,
700 ms for PBDL, 450 ms for GT-BSS, 220 ms for AES, and 120 ms for the created method. Figure 8 shows a
correlation of encryption times.

5.2.7. Decryption Time The duration required to convert encoded data back to its original form is known as
decryption time. The calculation of decryption time is also detailed in Equation (12).
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DT =
DD

T
(12)

In this context, DD represents the decrypted data, while T signifies the time.

Figure 9. Correlation of decryption time

Figure 9 shows a correlation of decryption times. The proposed method has different decryption times for various
data sizes in kilobytes. The complexity of 1250 ms for Homomorphic, 580 ms for PBDL, 390 ms for GT-BSS, 180
ms for AES, and 130 ms for the developed method. The times for encryption and decryption are compared in Table
5.

Table 5. Encryption and decryption time comparison

Methods PBDL (ms) Homomorphic (ms) AES (ms) GT-BSS (ms) LRO-S (ms) Proposed (ms)

Data Size
(kb) ET DT ET DT ET DT ET DT ET DT ET DT

100 600 580 1200 1250 200 180 400 390 100 90 80 70
200 700 600 1300 1300 220 200 450 410 120 100 100 90
300 720 630 1350 1350 240 220 470 430 130 110 90 100
400 750 670 1400 1400 260 240 490 450 140 120 110 90
500 780 700 1450 1450 280 260 500 480 150 130 100 100

5.3. Discussion

The evaluation of fulfillment indicated that the BObMNN model attained outstanding predictive outcomes,
exceeding those of earlier research studies. This advancement considerably improves the Precision of skin cancer
predictions and bolsters data security. Additionally, the findings of the study confirmed the enhancements in
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the model’s accomplishment through an extensive comparative analysis. Detailed achievement metrics for the
BObMNN model are provided in Table 6.

Table 6. Achievements of the developed BObMNN

Metrics Percentages

Precision 99.3
Recall 99.5

AUC curve 0.42
F1 score 99.3
Accuracy 99.6

Encryption time 96 ms
Decryption time 90 ms

This model’s F1 score is 99.3%, with a recall of 99.5%, an accuracy of 99.3%, and a precision of 99.6%,
showing accurate forecasting capabilities. Furthermore, the AUC curve value was 0.42, showing a moderate degree
of separation between the groups. In terms of data security, the generated model had an encryption time of 96 ms
and an encryption time of 90 ms, indicating efficient and secure data processing.

6. Conclusion

The research concentrated on the creation and execution of BObMNN, a system specifically developed to secure
the data and predict the disease utilizing a trained dataset. Additionally, the expected results from the developed
model were evaluated and compared with other methodologies. The evaluation of the suggested approach will be
based on several assessment criteria, including Precision, accuracy, F-score, Recall, and AUC. The model achieved
remarkable achievement indicators, including 99.5% recall, 99.3% precision, and 99.6% accuracy, as well as an F1
score of 99.3%, indicating exceptional predictive ability. Furthermore, the AUC curve value was reported to be 0.42.
This model showed encoding times of 96 and 90 ms, which ensured efficient and secure data processing. Future
studies should focus on privacy and data safety in the healthcare sector. Integrating AI methods has the possibility
of enhancing ways of making decisions, boosting scalability, and improving the prediction of multiple diseases.
Furthermore, the application of hybrid optimization techniques may bolster encryption security and enhance the
accuracy of predictions.
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